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Abstract—This paper proposes a two-factor authentication
system that utilizes the knowledge factor: the knowledge of
client’s acquaintances as the key and inherence factor: P300 ERP
responses to the visual stimuli as the medium. The system works
by presenting a sequence of human photographs consisting of
random people photographs mixed with a few of client’s acquain-
tances photographs that trigger P300 responses. The system then
verifies the client by considering the correctness of P300 responses
to the client’s acquaintances photographs. The proposed system
achieves an error rate of nearly zero outperforming other brain-
signal-based systems and has advantages over other conventional
systems in the situations where the key is exposed to the imposer.

Index Terms—Authentication, biometric, computer security,
electroencephalography, P300.

I. INTRODUCTION

EOPLE need security systems to protect their posses-
Psions and personal information. Today, many services
have been developed to provide security for customers’ assets,
authorities, and private information. These security services
are equipped with authentication systems to prove the own-
ership of clients and ensure that their properties are accessed
rightfully.

Authentication is a verification process to decide whether
to accept or decline the claimed identity of a client. There are
three types of authentications based on three different factors:
1) knowledge factor (something user knows); 2) ownership
factor (something user has); and 3) inherence factor (some-
thing user is) [1]. A knowledge-based authentication system
includes user-input password, challenge response, and security
question. An ID card, key, credit card, and security token are
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examples of ownership-based authentication systems. Finally,
the methods requiring the identification of fingerprints [2],
palm-print [3], iris [4], face [5], and other biometric identifiers
are inherence-based authentication systems.

However, the current authentication systems are susceptible
to being deceived by attackers. For example, knowledge-based
authentication can simply be broken through the shoulder
surfing method. Stealing or forging an ID card or a key is
a very direct and effective method to break an ownership-
based system. For inherence-based systems, methods that forge
the client’s identity or trick the authentication system such as
using a gummy finger to forge the client’s fingerprints [6] or
fake biometric detection [7], [8] that uses the image process-
ing techniques to fool the system can be used to break the
system. In this paper, we will term this type of attack in which
the attacker owns the client’s “key” that is necessary to autho-
rize the system (whether it is an item such as the actual key,
knowledge such as password, or fake inherence factor, such as
the gummy finger) the “unveiled attacks.” This type of attack is
the most problematic one because most of the current authen-
tication methods are helpless against the unveiled attack and
once the key is unveiled to the attacker, the success of attack is
almost guaranteed. Therefore, an authentication system which
can effectively withstand the unveiled attack is indispensable
to properly protect the client’s private properties.

Using the brain signal for the inherence-based authenti-
cation system is a great alternative because it could reduce
the risk of getting the key forged since it is impossible to
steal someone’s brain signal and copying or making fake
brain signals is unavailable using current technology. In addi-
tion, a brain is least likely to be damaged than other organs.
Therefore, researchers have recently suggested the use of
personal brain signals [9]-[13] to satisfy the need of new
authentication systems that can protect the system against the
unveiled attack.

However, brain signal-based authentication systems are not
yet applicable in reality. First, brain signals can easily change
unlike other inherence factors. They vary with the mental
and physical state of a person, causing the instability of the
system. Moreover, collecting one’s brain signals, as done in
the previous studies, is a time-consuming job; it requires the
user to wait for more than a minute to collect the brain signal
data. Further, the brain signal used in the system are acquired
when the user performs some form of mental activities, for
example, imagining some movements, rotating some object,
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or thinking about something which, for some users, might be
difficult and require some time to practice for the system to
work. This is burdensome for the user to use the system.

The objective of this paper is to solve the problems of
the previous brain-signal-based authentication systems and to
provide users with a practical system, which can be used in
real life. We present a two-factor authentication system by
combining the merits of the inherence and knowledge factors.
Among the methods for measuring brain signal, we chose the
P300 event-related potential (ERP). P300 ERP elicits when
the subject observes the target stimuli from the sequence of
stimuli from two classes: 1) target and 2) nontarget. By using
this property of P300 ERP, we can set the difference between
the two classes as the knowledge factor and construct a two-
factor authentication system. In this paper, pictures are used
as the visual stimuli for the P300 ERP and the knowledge
factor: client’s personally registered pictures which can be dis-
tinguished from the nontarget pictures only by the client are
employed as the key. Therefore, in order for a person to autho-
rize himself using the proposed system, he must, first, be able
to distinguish the target pictures from the nontarget pictures
which will make the P300 ERP to elicit at the correct time and,
second, his P300 ERP must match with the clients P300 ERP
that are registered to the system. To demonstrate the feasibility
of our system, we conducted experiments in three scenarios
including the one dealing with the unveiled attack, which is the
most vulnerable circumstance in an authentication system. The
detailed methods of the proposed system and the experiments
will be described in the following sections.

II. BACKGROUND
A. Brain-Signal-Based Authentication System

Authentication systems that utilize signals from the brain
have been suggested in the previous studies. Although each
previous system varies in the details of the methods, all
systems generally acquire the electroencephalogram (EEG)
samples from the client, register them to the database, and
use the machine learning techniques to compare the EEG from
a person who wants to authorize himself with those EEG sam-
ples of the identity stored in the database. Since the EEG is not
stable like other inherence factors, brain-signal-based authenti-
cation systems usually use the EEG acquired when the user are
performing some kind of task. There are two methods shown
in the previous studies. The first method which is used by most
of the previous studies is to acquire the EEG while the user
performs a mental activity solving mathematical problems,
composing a letter, or imagining body movements [9]-[11].
Although the systems that use EEG signals from mental activ-
ities commonly give high accuracy, there are disadvantages
that make this type of system not practical for real applica-
tion. The mental activity that the users are required to perform
might be a burden to the users. These systems usually have
long performing time because of the mental activity and they
also require some practice from the users before the acquired
EEG is as intended.

The second method is to use the EEG that reacts to
the visual or auditory stimuli that the system provides. For
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instance, the authentication system in [12] utilizes the visually
evoked potentials (VEPs) together with the electrooculogram
from eye-blinking acquired when the user is presented with
visual stimuli. The systems that use this “reactive” method are
more user-friendly and require less effort from the user since
the user can just sit, observe the stimuli, and let the system do
all the work. However, the drawback of the reactive method is
that, although different people have different brain signal reac-
tion to the given stimuli, the characteristics of the reaction are
still the same. Take steady state VEP (SSVEP) as an exam-
ple. When each subject observes the visual stimuli that flicker
in a specific frequency, all of the subjects show the incre-
ment in power of the EEG signal in the frequency domain
at that specific frequency, even though each individual sub-
ject has a different rate of increment in power [14]. In some
cases, the differences between the reactions of EEG between
each individual are not big enough and that might cause the
system to misclassify the EEG data. With this reason, the reac-
tive method is not suitable for the authentication system that
requires high accuracy and thus, there are only a few studies
that proposed the system with the reactive method.

Keeping the advantages and disadvantages of the reactive
method described above in mind, we decide to choose the
P300 ERP as the inherence factor in our system. Not only that
the P300 ERP is relatively consistent within an individual and
requires shorter measuring time compared to the other types
of brain signal from the previous brain signal-based authen-
tication systems [14], the characteristic of how P300 ERP
is elicited allows us to construct a two-factor authentication
system that use the knowledge factor as the second layer
of protection which can help solving the problem of brain-
signal-based authentication system that use the reactive type
of brain signal. In fact, the system in [13] conducts a study
that attempts to identify the subjects based only on the differ-
ence in the characteristics of P300 response between different
people and the result shows a high rate of misclassification.
The experiments conducted in this paper will show that by
constructing the two factors together in a single system, we
can achieve a system with low error rate while maintaining the
advantages of the reactive method which is more convenient
for the user to use and thus, suitable for real-life application.

In addition, this is an extension of our previous work [15]
which presented a preliminary study using P300 ERPs
responded to the photographs of user’s acquaintances. The
improvements of the current study compared with the work
in [15] includes: 1) the number of subjects that performed
the experiments increases from four subjects to ten subjects;
2) the number of trials in each experiment scenario increases
from 10 to 15 trials; 3) the EEG acquisition tool is changed
from wet electrodes to dry electrodes with custom-made
3-D-printed headgear to make the subject more comfortable
when using the system; 4) the classification method have
changed from method that uses averaged classifier outputs to
accept the authorization to ranking and threshold method (see
Section III-G for detailed descriptions); 5) instead of autho-
rizing a client using the P300s from 1 and 5 blocks of stimuli
only, this paper has increased the number of block from 5 to
30 and authorize a client using all number of blocks from
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1 to 30 to see the trend of how the error rate changes when
we increase the number of stimuli; and 6) the results analysis
have been done in a more comprehensive way, for example,
this paper also tries taking out the knowledge factor so that
only P300 ERPs are used to calculate the results to compare
and prove that the proposed two-factor system have superior
performance and can solve the problem of the previous studies.

B. P300

A P300 has been widely used in various types of appli-
cations in the brain computer interface (BCI) community.
A P300 is a positive ERP in EEG that occurs approximately
300 ms after the onset of target stimuli that are presented
according to the Oddball paradigm which is an experimen-
tal design in which the sequence of stimuli is composed
with high-probability nontarget stimuli and low-probability
target stimuli. P300 is usually found together with N200 com-
ponent which is the negative ERP occurring approximately
200 ms post-stimulus. The amplitude of P300 ERP may
depend on the type of stimulus and the person. The latency
of P300 also varies from 200 to 750 ms between different
individuals [17], [18].

C. Acquaintances Photographs As Private Key

Among different types of picture, human photographs are
chosen as the visual stimuli in this paper. Every person is
a part of multiple social groups such as family, religion group,
hobby group, school, college, and workplace. Although some
of a client’s acquaintances might be known to the others, espe-
cially when clients are close to each other or from the same
social group, it is unlikely that one would know all the client’s
selected acquaintances when they are properly chosen from
different social groups.

It has been shown in many studies that the human face is
a reliable visual stimulus for P300-based BCI paradigm. The
study in [19] developed an application for smartphone that
detects the P300 ERP when the phone flashes the photograph
of the person whom the user wishes to dial. The study in [20]
has shown that the changes in facial pattern and facial expres-
sion in a dummy face can be used to elicit the P300 ERP
which results in a high accuracy and information transfer
rate in the offline single trial classification. In addition, the
study in [21] and [22] also shows that using the occurrences
of human faces as the visual stimuli in P300-speller matrix can
significantly increases the classification accuracy and informa-
tion transfer rate comparing to the conventional P300-speller
method that use characters flashing as the visual stimuli.

A subset of photographs of clients’ acquaintances is used
as the key in our authentication system. The clients are asked
to select five acquaintances from distinctively different social
groups and register their photographs to the system. All pho-
tographs used in the system are taken with the same orientation
(front view with face straight up to the camera) and set to have
the same size and position. From this knowledge factor, the
system decides to accept or reject the claimed identity depend-
ing on whether the client is able to recognize the acquaintances
of the claimed identity.

III. METHOD AND EXPERIMENT

Our authentication system uses two identity factors:
1) knowledge and 2) inherence. The details are described as
follows.

A. Proposed Authentication System

Our authentication system uses the P300 ERP and pho-
tographs of acquaintances to prove the client’s identity. Human
photographs are used as stimuli for the P300 ERP; photographs
of the client’s acquaintances were used as the target stimuli,
whereas photographs of random persons were selected as non-
target stimuli. In the proposed system, a small number of target
stimuli were mixed with a large number of nontarget stimuli
according to the Oddball paradigm to allow the target stimuli to
trigger the P300 response in the client’s brain. The remarkable
point of this system is that the Oddball paradigm is a secret
that only the real client knows. In other words, only the true
owner of the claimed identity would show the P300 response
when observing the target stimuli; thus, the system can detect
these P300 responses and authorize the client.

Fig. 1 shows the entire scheme for the proposed authenti-
cation system. The user who wants to use the authentication
system has to register to the system by providing a user iden-
tity and N target photographs [Fig. 1(a)]. The system then
generates sequences of photographs consisting of random per-
sons and target people according to the Oddball paradigm. The
EEG signals from both target and nontarget stimuli are pro-
cessed and used to train the P300 classification model through
a supervised machine learning technique. Finally, the system
stores user’s target photographs and the trained P300 classi-
fication model for user’s data and labels it with the user’s
identity.

Fig. 1(b) shows the schematic of a client using the proposed
authentication system. For an identity-unknown client, Y, with
claimed identity IDy, the system loads the database of the
identity IDy and generates a random sequence of photographs
using the target photographs of X that are stored in the
database. Next, the system acquires EEG signals of Y and
verifies the P300 responses with the P300 classification model
of X. If Y is the real client, P300 response occurs in reaction
to the target photographs of X, and the authentication system
accepts the claim of Y.

B. Experimental Composition

We conducted the experiment in four parts: 1) training;
2) self-authentication; 3) veiled attack; and 4) unveiled attack.
The P300 classification model is trained using the data col-
lected from the training part of the experiment.

Consider the following scenario for better understanding
of the other three experiment parts. There are three people:
Alice, Bob, and Eve. They all are clients of a bank and have
their personal possessions secured in the same bank. One day,
Alice goes to the bank and asks a teller for access to her safe
(self-authentication). Meanwhile, Bob desires for Alice’s pos-
session, and thus asks a teller for access to Alice’s safe (veiled
attack). Eve is more malicious than Bob. She has secretly
investigated Alice and succeeded in collecting all information
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Fig. 1. Schemes for the authentication system. Top: registration scheme.

Bottom: utilization scheme.

needed for authentication. Eve memorizes Alice’s information,
goes to the bank and asks a teller for access to Alice’s safe
(unveiled attack).

Thus, from the attacker’s viewpoint, there are two types of
attacks. We define the following terminologies to categorize
the types of attacks in the authentication system.

1) Veiled Attack: The attack method in which attackers
know the target’s basic information, such as age, gen-
der, characteristic but the user’s important information
to pass the security such as a key is veiled.

2) Unveiled Attack: The attack method in which attackers
know all necessary information to break the authentica-
tion system.

C. Subjects

Ten healthy test subjects (aged 26.9 + 2.0; consisting of
three females and seven males) participated in our experi-
ment. They all gave written consent. The KAIST Institutional
Review Board approved the proposed experimental protocol
of this paper. All the test subjects were free of any neurologi-
cal disorder and eye problem, and had never experienced any
type of brain signal-based authentication system experiment.
Further, they had no problem in understanding the procedure
of the authentication system and knew what they needed to
do during the experimental tasks. The experiments were con-
ducted in a quiet and comfortable environment. The subjects
were asked to wear earplugs and the EEG acquisition device
and sit in front of the PC monitor during the experiment.

D. Experimental Setup

Fig. 2 depicts the entire experimental process in detail. Each
trial starts with a standby screen (black screen with a small
white fixation point in the center), which lasts for 5 s. Each
trial is composed of 30 blocks of stimuli, which contain 10 ran-
domly ordered photographs in which only two were target
photographs randomly drawn from client’s database and the
other eight are photographs of random persons. Each photo-
graph stimulus is shown in the screen for 100 ms, followed
by a black screen for another 100 ms [i.e., the interstimulus
interval (ISI) is 100 ms]. Two consecutive blocks are separated
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1 block

1 stimulus
>

Fig. 2. Temporal scheme of the experiment. Each trial of the experiment
starts with 5 s of black screen. Each block in a trial is separated with 2 s of
black screen. The visual stimuli are presented for 100 ms and the ISI is of
100 ms.

with 2 s of standby screen. Every photograph including the
standby screen is 300 x 400 in size.

In the veiled and unveiled attacks of the experiment, the
test subjects are asked to deceive the system by being an
attacker to another subject’s system; they pretend that they
are the owner of the claimed identity. For each subject, one of
the other subjects is chosen as the objective of the attack (the
objective subject of the attack is different for all subject). The
veiled attack starts first by letting the subject try to authorize
himself to the objective system without any information about
the claimed identity and then the unveiled attack task starts
by having the test subject memorize all the target pictures of
the claimed identity and try to authorize himself again to the
objective system.

E. Data Acquisition

EEG data were recorded in eight channels, including Fz, Cz,
Pz, P3, P4, Oz, PO7, and POS8 according to the International
10-20 system by using OpenBCI [23], 32 bit board kit with
a sampling rate of 250 Hz. All the channels are referenced
and grounded to the left earlobe (A1) using an ear-clip. We
3-D-printed a headgear by using the adaptation from the
Ultracortex Mark 3 model provided by OpenBCI (Fig. 3). All
the electrodes for each EEG channel are Ag—AgCl dry spiky
electrodes [24]. The custom-made 3-D-printed headgear can
be adjusted in size to fit each subject perfectly. The dry elec-
trode and customized headgear allow the subjects to perform
the experiment conveniently.

F. Data Processing

EEG data from each block are segmented into EEG epochs,
with lengths of 800 ms, from the onset of each stimulus to
represent the stimulus. Note that in each EEG epoch, the last
600 ms overlap with the data of the next EEG epoch from the
subsequent stimuli.

Every EEG epoch undergoes the following processing
methods to improve signal-to-noise ratio and remove the arti-
facts before further analysis. First, EEG data are filtered
using a fourth-order Butterworth bandpass filter. The cutoff
frequency is set to 1.0-12.0 Hz. Second, EEG data in each
epoch are decimated with a factor of 12 by using Chebyshev
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Fig. 3. Subject wearing custom-made 3-D-printed headgear with OpenBCI
32-bit board kit while performing the experiment.

Type I lowpass filter to reduce the size of feature vectors.
Winsorization is then performed by computing the tenth and
ninetieth percentiles for each EEG channel and the values
lower or higher than these percentiles are replaced by the tenth
and ninetieth percentile values. Next, EEG data from each
channel are normalized to have zero mean and standard devi-
ations equal to one. Finally, the feature vectors for each EEG
data epoch are constructed by concatenating samples from
each of the eight channels into one data vector. Furthermore,
the vector is constructed to label each EEG data epoch with
(—1, 1) to indicate whether the EEG epoch is the response for
nontarget or target stimuli (i.e., non-P300 or P300 class).

G. Classification Method

We used Fisher’s linear discriminant analysis (FLDA)
to construct the P300 classification models. FLDA com-
putes a discriminant vector that separate the two classes:
1) P300 response and 2) non-P300 response such that the
distance between the projected means of two classes is maxi-
mized while the within-class variance is minimized [25]. For
the binary classification problem as used in this system, the
discriminant vector w can be computed as

w=(x"x)"'x"y (1)

where X is the matrix of features vectors from train-
ing data and y is the vector of class labels (—1,1). The
output of FLDA given an input vector % is simply the
product w’%. FLDA have been proved that it provides better
overall performance for practical P300 classification compar-
ing to other common classifiers [26]. To fix the imbalance
in the number of samples between P300 and non-P300 classes,
the system uses a random over-sampling method to increase
the number of P300 sample to as same as the number of
non-P300 sample. This method has proved that it is effective
in P300 classification [27]. The authentication system stores
clients’ classification model trained by their respective train-
ing data. The trained model detects a client’s P300 ERP from
brain waves by estimating the probability of the brain wave
being the P300 ERP response to the target stimuli. A fea-
ture vector constructed from the EEG epochs responded to
each visual stimulus is used as the input of the classifica-
tion model. Every block consists of ten EEG epochs (from

two target and eight nontarget stimuli). After classification,
ten EEG epochs are ranked according to the classifica-
tion outputs (probability of the input EEG data being the
P300 response).

Let us define each attempt to authenticate the claiming iden-
tity as a trial. The score of accepting the claimed identity in
each trial is represented by RANK{,1, which is the average of
the ranks obtained from target-labeled EEG epochs. RANKyia]
is computed as follows:

ZiETma] rank;
|Ttrial|
where Ty 1 a set of target stimuli in a trial (i.e., |Tyiall = 2n,
where 7 is the number of block used to calculate the result in
a trial) and rank; denotes the rank of an EEG epoch from tar-
get stimulus i. Finally, the system decides to accept the client
if and only if RANKyia = 6, where 6 is the rank thresh-
old. Equation (3) represents the final decision of the proposed

authentication system using indicator function /

RANK ia = )

Accept(trial) = I(RANKia = 6). 3)

H. Evaluation

The proposed authentication system was evaluated with two
error rates: 1) false rejection rate (FRR) and 2) false accep-
tation rate (FAR). Both error rates are calculated using the
following formula:

#Client incorrectly detected as Imposer

FRR = . “4)
#trial

FAR — #Imposer incorrectl}'/ detected as Client. 5)
#trial

FRR was calculated using the data obtained from self-
authentication and FAR was calculated using data obtained
from both veiled and unveiled attacks in the experiment.

IV. RESULTS AND DISCUSSION

The preprocessed EEG epochs of each subject were aver-
aged and plotted to compare between the response to the target
and nontarget stimuli. The averaged EEG epochs of each sub-
ject show P300 component with similar latency in all tasks
of the experiment although the amplitude are slightly varied
between the tasks (especially the unveiled attack task) for some
subjects. Fig. 4 shows the grand averaged EEG epoch across
all subjects from each task of the experiment. The solid line
indicates the EEG signal of the subjects after being presented
with target stimuli and the dotted line indicates the EEG sig-
nal after being presented with nontarget stimuli. From the
figure, we can clearly see the higher amplitude of the EEG
from approximately 300 ms to 700 ms post-stimulus and the
lower amplitude at approximately 200 ms post-stimulus in
the target condition indicating the occurrences of P300 and
N200 ERPs in the EEG obtained from the registration session,
self-authorization, and unveiled attack task of the experiment
although the amplitude of ERPs in the unveiled attack task is
slightly lower compared to the other two tasks. In the veiled
attack part, P300 and N200 ERPs are not observed in the EEG
epochs from both target and nontarget stimuli. In addition,
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Fig. 4. Comparison between the grand averaged filtered EEG epochs obtained
when the subjects are presented with the target stimuli (solid) and non-
target stimuli (dotted) from (a) registration session, (b) self-authorization,
(c) unveiled attack, and (d) veiled attack task.

analysis of variance (ANOVA) is also performed to statisti-
cally confirm the difference between the EEG epochs when
the subject observes the target and nontarget stimuli and the
occurrences of the P300 ERP. We used ANOVA to compare
the maximum amplitude in the EEG epoch by setting the null
hypothesis that the mean of the maximum amplitude is sta-
tistically equal for the two populations (EEG epochs when
the subject observes target stimuli and EEG epochs when
the subject observes nontarget stimuli). The null hypothesis
will be rejected if the P300 ERPs occur and cause the EEG
epochs in target condition to have higher maximum ampli-
tude. The results show that the null hypothesis for data from
all parts of the experiment except the veiled attack part are
rejected with p-value < 0.05 while the null hypothesis for
the data from veiled attack part cannot be rejected and it
shows high p-value (p-value > 0.5). The data from all subjects
show the same results. These results are similar for all of the
subjects.

Fig. 5 summarizes the performance of the authentication
system. The self-authenticating part was evaluated using FRR,
and the attack parts were evaluated using FAR. Our system
accepts the claimed identity when the averaged rank across
the target-labeled EEG epochs does not exceed the threshold
rank 6. As shown in Fig. 5, the FRR decreases and FARs
increase with respect to the value of 6. The high variance
of FRR in self-authenticating part indicates the instability of
the system across the subjects, however, the value of variance
decreases as we increase the value of 8 and becomes very low
when the threshold is above 4. The graphs show that FRR
and FAR plots have a tradeoff relationship and tend to cross
when 6 ranges from 4.1 to 4.5 regardless of n: the number
of blocks. From the security viewpoint, FAR is more impor-
tant than FRR because FAR indicates that the authentication
system accepts false identities. The rank threshold 6 could be
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selected depending on this oversight of security. For example,
one reasonable choice for the threshold 6 is 4.3 because it is
the value for which both error rates from all three parts of the
experiment cross and the value of all error rates and also their
variance are almost zero.

Fig. 6 shows the error rates of the system depending on
n. The error rates decline rapidly as we increase the value
of n. The system was able to achieve an FRR of 0.000 with
FAR of the veiled and unveiled attacks equal to 0.003 and
0.010, respectively, when n = 20. Although the accuracy of
the system increases with more blocks of stimuli, it would
take longer for the system to authenticate a client. One
block of stimuli has a length of 4 s including 2 s of rest-
ing time, separating each block. Thus, one should consider
this tradeoff when using the proposed system in real-life
applications.

When 6 = 4.3 and n = 15 (1 min to authenticate a client),
FRR = 0.010 and FARs of veiled and unveiled attacks are
0.007 and 0.011, respectively. In the scenario mentioned in
Section IV, it can be said that Alice will pass our authentication
system with 99.0% accuracy (FRR = 0.010). However, it is
almost impossible that Bob is authenticated as Alice by the
system (FAR = 0.007). Moreover, although Eve knows all
the information about Alice, it is still difficult to breach the
security (FAR = 0.016).

Although the FAR of the unveiled attack experiment is
slightly higher than that of the veiled attack experiment, this
outcome 1is still sufficient to protect the personal possessions
from extreme conditions in which the key is exposed to
the attacker. In other conventional single-factor authentica-
tion systems such as the password-based system, an unveiled
attack would result in FAR of 1.00 because the key is the only
thing you need to authenticate yourself. By using brain sig-
nals as the medium for authentication, the system is prevented
from sequential attacks (e.g., brute force attack). Without brain
signals as the second factor of the authentication system, an
attacker would have a 2% chance [1/(120 ), chance to select
two target photographs from 10 photographs] of launching
a brute force attack on our system, thus showing that the use of
brain signals can alleviate the weakness of knowledge-based
authentication.

To illustrate that the proposed method has better
performance than the single-factor authentication using only
P300 as the inherence factor, we use the P300 responses of one
subject as inputs to the P300 classification model of another
subject and calculate the FAR. We call this setting the P300-
only method, and it is equivalent to the ideal case of unveiled
attack in which the attacker has perfect responses to the target
stimuli. We then plot the FAR results from P300-only method
to compare with FARs from the veiled attack experiment in
our proposed system. The result in Fig. 7 shows that our two-
factor method significantly outperforms the P300-only method
with respect to both accuracy and variance. The high value
and variance of FAR in P300-only method indicates that dif-
ferent subjects might have similar pattern in P300 response
causing the P300 classification model of a client to recognize
other clients as the owner. This proves that the authentication
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Fig. 7. Comparison between FARs of veiled attack in our proposed method
and EEG only method.

system is more secured when we combine knowledge and
inherence factors into a single two-factor authentication
system.

In addition, the custom-made 3-D-printed headgear was eas-
ily wearable and removable unlike the wet electrode type
that was used in our previous preliminary study. The size of

the headgear and location of the electrodes are adjustable to
make it fit to each individual. No subject reported any dis-
comfort or any difficulty in using the proposed authentication
system.

One of the concerns for the proposed system is that it might
not be applicable for users with face-blindness (inability to
distinguish the face) who might not be able to differentiate the
target and nontarget stimuli hence, no or low P300 response.
However, the proposed system is adaptive with the choice of
visual stimuli. Human photographs can be changed to other
categories of pictures, for example, the target stimuli might be
the scenery pictures that the client has taken by himself and
the system will works the same as long as the target stimuli are
distinguishable only by the client. Another concern is that the
client might know some of the random pictures causing a false
P300 response. This problem can be solved by increasing the
amount of random picture in the database or the picture that
are used for the nontarget stimuli can be artificially made.
The problem of BCI illiteracy that some people might not be
able to use some specific type of BCI [28] which is P300 in
this case is also one of the concerns. This problem can be
solved by incorporating the current system with another type
of BCI such as SSVEP (possibly by adding a mark that flickers
in different frequency in each visual stimulus) into a hybrid
system.

In conclusion, the experiment conducted in this paper
have shown that our two-factor authentication system have
similar or better performances than the previous brain-signal-
based authentication systems [9]-[12], [15] except the system
presented in [13] which shows perfect accuracy in FRR and
FAR from most of the subjects. However, our system requires
less effort from the user in both training and performing ses-
sions and also time-convenient to the user. This concludes
that by combining the knowledge factor with the P300 ERP
as the inherence factor, the system can achieve an efficient
performance while still maintaining the advantages of the
brain-signal-based authentication system that use the reac-
tive method to acquire the brain signal. We believe that the
approach we have proposed here is superior to other previous
single-factor brain-signal-based authentication systems and
with minor adjustments it will be suitable and practical for
real-life use.
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